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Disclaimer – This sample policy does not constitute legal advice. This policy must be adapted for your work environment. We encourage you to seek legal advice before implementing any workplace policy. This policy must be provided to all employees by November 10, 2022 in accordance with section 41.1.1 of the Ontario Employment Standards Act, 2000.

Sample Electronic Monitoring Policy 	Comment by Maria McDonald: This Policy is only required if an organization has 25 or more employees in January of any year, starting January 1, 2022. 

The organization may implement a policy, even if you do not have 25 employees.

If the organization has 25 or more employees in January of any year, after 2022, you are required to have a policy, which states:
a. if you monitor electronic systems,
b. how you monitor and
c.  what you will use the information for.


Organizations  should review this draft policy carefully.
This covers what would be considered normal monitoring.
That is:
 normal systems monitoring
 or monitoring that may occur in response to any particular issue that has arisen

Organizations may have other types of monitoring that are not included in this, but should be.

Organizations may contact Maria McDonald at maria@mcdonaldhrlaw.com to discuss changes to this policy. 


This policy is created to achieve compliance with Section 41.1.1 of the Ontario Employment Standards Act, 2000, which requires employers to have a written policy with respect to electronic monitoring of employees. This policy will describe how and in what circumstances the EMPLOYER may electronically monitor employees and the purposes for which information obtained through electronically monitoring may be used by the EMPLOYER.
The EMPLOYER respects the privacy of all employees and will try to uphold a reasonable degree of privacy at work. However, employees should expect that all EMPLOYER owned Electronic Communications Systems, which includes, but it not limited to, computers, laptops, telephones, cell phones (EMPLOYER owned), work calendars, office email. internet, interoffice chatrooms, the EMR, fax machines and CCTV systems (if applicable)) and all communications and information created, transmitted, downloaded, received, or stored in the EMPLOYER’s Electronic Communications Systems is EMPLOYER property and may be accessed by the EMPLOYER, without notice. As such, employees are strongly encouraged to use these systems strictly for job-related purposes.
Monitoring of the Electronic Communications Systems may be carried out in order to fulfill the EMPLOYER’S legal obligations as well as to secure effective operations and for justifiable business reasons. 

The EMPLOYER will not monitor employee owned devices. But employee owned devices using EMPLOYER networks may be monitored.



Scope of Policy
This policy covers all individuals who may be given access to the EMPLOYER’s Electronic Communications Systems, and therefore includes all employees, temporary agency employees, physicians, board members, volunteers and independent contractors.  

How and when the EMPLOYER may Monitor
The EMPLOYER may engage in the following monitoring
1. Systemic or routine monitoring undertaken at a network level to identify, prevent or mitigate issues or threats to the EMPLOYER’s networks, systems and data
1. Random personal health information privacy audits of the EMR to ensure compliance with the law
1. Targeted monitoring  of any specific employee(s) at any time to investigate conduct that may breach EMPLOYER policies or the law or otherwise constitute misconduct.

Employee activity on the EMPLOYER’s Electronic Communication Systems or networks may include emails, web browsing history, files downloaded, data input, network traffic, and logons to EMPLOYER systems.

Monitoring may be done through software programs or direct physical access to the Electronic Communications System. It may also include video or audio surveillance in the case of covert surveillance, as described below.
Purposes for which monitoring may be conducted and how information obtained through monitoring may be used
The EMPLOYER reserves the right to monitor for the following purposes:
1. To ensure compliance with regulatory, statutory and common law obligations, such as the Ontario Personal Health Information Protection Act. 
1. To ensure compliance with EMPLOYER policies
1. To ensure work is being performed during working hours
1. To ensure appropriate use of EMPLOYER equipment
1. For training purposes
1. For performance management and disciplinary purposes up to and including termination
1. For Electronic Communication Systems maintenance 
1. For monitoring Electronic Communication Systems performance
1. To protect and detect unauthorized use or other threats to the Electronic Communications  System
1. To maintain business continuity when an employee is absent 
1. To investigate or respond  to a complaint of employee misconduct, including a  complaint of computer abuse
1. To prevent or respond to privacy and data breaches
1. During routine privacy audits as required by the Personal Health Information Protection Act (PHIPA).
1. To protect EMPLOYER Electronic Communication Systems from excessive personal or unauthorized misuse 
1. As required by law
1. For any other reason that is appropriate in the circumstances 

CCTV monitoring [if applicable]
The EMPLOYER routinely operates a CCTV system to check that health and safety rules are being complied with or to assist in the prevention of crime, for instance theft. 

The CCTV scheme records data in the following areas: 
· [Insert locations]

Intrusion of employee privacy will be kept to a minimum.
The CCTV recordings may be used to assist in investigations for internal management or disciplinary purposes (including termination of employment) where there are justified business reasons for the viewing of such recordings. 
Covert monitoring
Covert electronic monitoring (including video or audio surveillance that is not limited to the workplace) may be used where the EMPLOYER has reasonable grounds to believe the employee is violating an Employer Policy or engaging in illegal activity.  This will be done as a last resort and only for legitimate business reasons. 

Collection of information from Electronic Communication Systems Monitoring
The EMPLOYER understands the sensitivity of information that may be obtained from Electronic Communications Systems monitoring.

Access to Electronic Communications Systems monitoring will be restricted to EMPLOYER personnel on an as-need basis. Employee data will not be made available to EMPLOYER management unless the employee is the manager’s direct report and/or the data is required for a legitimate business reason.
Employee data obtained through Electronic Communications Systems will only be disclosed to third parties as is required by law or as needed for legitimate business reasons.
General
The EMPLOYER reserves the right to amend this policy without notice and in the EMPLOYER’s sole discretion.

This Policy was prepared on [insert date].
Changes to the Policy were made on:	Comment by Maria McDonald: Note, section 41.1.1 of the Ontario Employment Standards Act, 2000 requires that:
the policy contain the dates of any changes made to the policy
the revised policy be provided to all employees within 30 days of the change

[insert dates]
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